Is your Network ready for Voice Over IP??

The five key questions you should ask before
deploying VoIP

Are you considering implementing a voice over IP (VoIP) network in your enterprise? Or have
you already implemented VoIP and are not happy with the quality you are experiencing?
Estimates indicate that as many as 85% or more of today's router based enterprise data networks
are not ready to support VolP without modification. As a result, an enterprise’s voice and data
applications can experience unacceptable degradations in quality.

How can you ensure that your network is up to snuff, both before and after deploying VVolIP
services? Below are five questions to ask yourself before deploying VolP in your network, or
when you want to improve the quality of your network after deployment.

(1) WHAT KIND OF ASSESSMENT TOOLS WILL BE USED?

Whether selecting a vendor partner or testing and deploying the VVolP network yourself, make
sure your tools deliver granular diagnostics and reporting capabilities that allow you to
effectively troubleshoot all potential VVolIP issues. Your tools should be usable throughout the
entire VolP deployment lifecycle, for both assessment and troubleshooting, meaning that one
tool can be used to both identify the problem and fix it.

Software-based tools offer a potential advantage because they allow faster network assessment
than hardware-based measurement tools. Using a software tool, users can assess and monitor
networks from one central location, rather than having to plug hardware into different network
locations for accurate testing results. The software should also support advanced simulation
capabilities, allowing users to test actual data application traffic (e.g., HTTP, FTP and SQL) to
determine the maximum acceptable-quality VoIP capacity an enterprise can handle in the
presence of a controlled amount of real application traffic.

If relying on a vendor, make sure you investigate what kinds of tools it is using and what
parameters it will test on your network prior to deployment. It could mean the difference
between a fast, smooth VolP implementation and a long, painful one.



(2) HOW MANY VOIP CALLS CAN MY NETWORK SUPPORT?

Network quality parameters like delay, jitter and loss, which affect the number of calls a network
can support, are dependent on network design issues that range from what kind of network
equipment you are using to whether your communications network reaches across the street or
across the country. The best way to determine your VoIP call capacity is by simulating VVolIP
calls on the network, which will help you determine how many calls you can support and still
maintain acceptable voice quality.

(3) ARE ALL ASPECTS OF MY NETWORK ARCHITECTURE WORKING
PROPERLY, AND, IF NOT, ROW DO | FIX THEM?

Figuring out how many calls your network can support is only the beginning, particularly if you
get an unexpectedly low mean opinion score (MOS) reading when supporting a small number of
VolIP calls. For example, when a Canadian financial institution was deploying VolP, it found that
most of its locations were able to support as many as 24 VolP calls--but one link was showing
signs of deterioration at just six calls. While this location had the same 10-Mbps WAN link as
the other locations, it was not providing 10-Mbps throughput. A call to the WAN service
provider fixed the problem.

Even a good MOS reading could be hiding some problems, and that is why using tools that have
the ability to inspect the network at a granular level is important. Understanding what parameters
are affecting the network--for instance, being able to "see through™ the network to identify
specific points of delay and/or loss along a particular network path--can be critical to fixing
problems when they occur.

Even experienced network managers often are unfamiliar with the dramatic impact that network
problems--such as delay, jitter and packet loss can have on real-time applications, such as voice
and video. Unfortunately, such network problems can make these applications unusable. While
IP data applications are designed to compensate for such problems, real-time applications such as
voice are not. Although each network differs, here are some benchmarks that can be used as
guidelines when evaluating such parameters in VVolP networks:

* DELAY should be under 150 milliseconds;

* LOSS should be below 1%, although degradation can occur with loss as low as .25%,
depending on the burstiness of that loss; and

* BUFFER should account for a jitter of 40 milliseconds, but, in some cases, degradation can
start with jitter at 20 milliseconds or lower.

(4) HOW WILL VOIP AFFECT MY OTHER BUSINESS-CRITICAL APPLICATIONS?

When deploying a VoIP network, enterprises also should avoid testing only the quality of the
VoIP application. Because the various applications running on an IP network impact each other,



VVoIP may negatively impact other applications that are currently running on the network.
Effective VolIP testing should examine the full range of services running across the enterprise.

Again, simulation is critical. Test how VolIP affects network performance when other
applications, such as ERP transactions, start flooding the network, or when the financial
department starts running its Oracle applications at the end of the month. Using the proper
assessment tools, network engineers can add a measured amount of traffic to the network to see
how it holds up under stress, thus uncovering potential problems and fixing them before they
occur. In order to fully test VVolP prior to deployment, network engineers should test the network
across an entire business cycle to make sure voice quality continues no matter what applications
are in use.

(5) HOW CAN | MAXIMIZE MY UPTIME ON AN ONGOING BASIS?

Enterprise networks are always changing. Adding new applications, extending the network to
new locations or increasing network usage can all potentially negatively impact voice quality.
Ongoing testing proactively assesses the impact of network changes. Specific ongoing
monitoring techniques can include:

* Periodic re-assessment of the same assessment that was done prior to implementation, on a
monthly or quarterly basis, to reveal trends;

* Maintenance of a VoIP "heartbeat” by scheduling the VoIP test system to generate and
measure one short call per hour between all locations, to identify an outage or reduced voice
quality; and

* A continuous, real-time monitoring system capable of inspecting actual IP call traffic,
potentially down to a granularity of every IP call that occurred.

Once you deploy VolIP in your data network, it becomes the number one most critical application
on your network. Shut down your e-mail server for 30 minutes and most people will not even
notice. Drop in-process calls or fail to provide dial tone, however, and you will find there is zero
tolerance on the part of users. Preparing your network prior to VVolP deployment and monitoring
it afterwards can go a long way toward making sure IP telephony supports advanced telephony
and data services across one network--instead of becoming your worst nightmare.
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